Abstract-In this letter, we introduce the performance of maximal ratio combining (MRC) with weighting errors for physical layer security. We assume both legitimate user and eavesdropper each equipped with multiple antennas employ non ideal MRC. The non ideal MRC is designed in terms of power correlation between the estimated and actual fadings. We derive new closedform and generalized expressions for connection and secrecy outage probability. Next, we investigate asymptotic behavior of the outage probability for high signal-to-noise ratio in main channel between the legitimate user and the transmitter. The asymptotic analysis provides new insights about actual diversity provided by MRC with weighting errors. We substantiate our claims with the analytic results and numerical evaluations.
I. INTRODUCTION
T HE inherent broadcast nature of wireless communication has caused transmission of secret information vulnerable to attacks from unexpected eavesdroppers. In recent years, interest in physical layer (PHY) security has been increasing tremendously. PHY security intends to attain information theoretic perfect secrecy with the exploitation of uncorrelated nature of wireless medium. The perfect secrecy implies that for all secret message X and eavesdropper's observation of secret message Y , P r(X|Y ) = P r(X). Seminal work in [1] showed that secret message can be transmitted at a positive rate when eavesdropper has degraded wiretap channel. The existence of perfect secrecy even when the wiretap channel has better average signal-to-noise ratio (SNR) than the main channel was shown in [2] under fading channels. In recent years, research efforts have been directed towards exploitation of spatial diversity to improve PHY security. Diversity can be achieved using relay selection [3] , multiuser scheduling [4] [5] , multiple antennas [5] [6] [7] [8] [9] and many other similar schemes.
In this letter, we focus on diversity obtained from multiple antennas at receiver side. The performance gain by exploitation of receive diversity using maximal ratio combining (MRC) technique under Rayleigh fading channel has been studied in [6] . In [7] , the authors investigate effects of MRC and selection diversity combining at eavesdropper to characterize the superiority of MRC over the later one. The performance of MRC diversity with correlated antennas is studied in [8] . The probability of positive secrecy capacity (SC) and outage probability of SC under Nakagami-m fading Manuscript received January 10, 2014. The associate editor coordinating the review of this letter and approving it for publication was Y. Zou.
The authors are with the UWB Wireless Communications Research Center, Inha University, Incheon, Korea (e-mail: kskwak@inha.ac.kr). channel for transmit antenna selection with MRC is studied in [9] . The authors provided the insights about aggregate diversity gain when both transmit and receive diversity is employed simultaneously. Furthermore, the effect of multiuser, transmit and receive diversity with opportunistic scheduling and MRC is examined in [5] . All the existing works implementing MRC diversity to secure communication assume that weighting of diversity branches is accurately done by using perfect knowledge of the branch signal-to-noise ratios. The weighting factors on each branch of MRC are adjusted to remain proportional to the fading signal phasor on each respective branch. However, an error may occur in fading channel when the weighting factors are derived from a pilot signal whose frequency separation from signal is on the order of the coherence bandwidth of the channel or more. Furthermore, if the pilot and signal are transmitted alternately so as to separate the pilot from the signal in time, a Gaussian error will result in the weighting factors derived from the pilot if the time separation is on the order of reciprocal of the fading rate [10] . Motivated by this fact, we investigate the performance of MRC with weighting errors under Rayleigh fading channel for PHY security in this letter. It should be noted that other situations and models may also lead to a complex Gaussian weighting error. Our analysis is independent of the actual origin of combining error. We show that how we can overcome the effect of weighting errors by adjusting diversity order. We also analyze the asymptotic behavior to obtain the insights on diversity gain with weighting errors at legitimate receiver and eavesdropper.
II. PROBLEM FORMULATION

A. System Model
Consider a SIMOME wiretap channel in which transmitter Alice is equipped with a single antenna, whereas the legitimate receiver Bob and the eavesdropper Eve are equipped with multiple antennas N B and N E , respectively. The main channel between Alice and Bob and the wiretap channel between Alice and Eve are considered to be independent. All channels are assumed to be quasi-static Rayleigh fading channels. Both Bob and Eve employ MRC as it is the optimum combining technique.
Alice intends to transmit the message block s = [s(1), s (2) 
, .., s(i), .., s(p)] ∈ S
p whose elements are drawn uniformly from a set of source symbols S. The message block is encoded into codeword using encoding function Φ : S p → C n which is suitable to be transmitted over the selected channel. Each codeword is a sequence of n-elements
. We assume uniform power allocation and the channel is assumed to be power limited in the sense that
2 = P where P is the average transmit signal power. The received signals at Bob and Eve are given by
respectively where h Bu and h Ev are the complex Gaussian channel gain multiplying the transmitted encoded signal, c(i). The terms n Bu and n Ev denote the additive white Gaussian noise with zero mean and variance n B and n E , respectively. We consider a practical passive eavesdropping scenario [9] but both the receivers have full CSI of their own channels [2] . The ideal MRC output for Bob and Eve is given by 
B. Secrecy Capacity
The secrecy capacity provides the highest value of communication rate for which coding schemes can be designed ensuring the perfect secrecy. The SC over Gaussian wiretap channel is given by the difference between main channel capacity and wiretap channel capacity. Since block faded channel is assumed in our system model, both the channels can be regarded as complex Gaussian channels. The capacity of the main channel between Alice and Bob is given by
and, capacity of the wiretap channel between Alice and Eve is given by
Hence, achievable secrecy capacity for our system model can be written as
III. SECRECY PERFORMANCE
A. SNR Distribution
The probability density function (PDF) of instantaneous output SNR for Bob, γ B , with weighting errors can be expressed as [11] 
whereγ B is average SNR of Bob, Γ(·) is gamma function [13] , and A(i) is given by
such that ρ B ∈ [0, 1]. ρ B denotes the power correlation coefficient between the estimated and actual fading gains. In this sense, the coefficient can be viewed as a measure of the quality of the channel estimation. It can be noticed that (8) can be generalized as
where f B (γ B , i) is the PDF of SNR for ideal i-branch MRC at Bob. The cumulative distribution function (CDF) of γ B can be derived by integrating (8) as
where Γ(·, ·) is the upper incomplete gamma function [13] . The generalized CDF of γ B can be expressed as
where
In a similar fashion, we can express the PDF of instantaneous output SNR for Eve, γ E , with weighting errors in both forms as
where f E (γ E , j) is the PDF of γ E for ideal j-branch MRC andγ E is average SNR of Eve, respectively. The term B(j) is given by
where ρ E is power correlation coefficient for Eve such that ρ E ∈ [0, 1].
B. Outage Probability
As the message is encoded using wiretap code, we consider codeword rate and secrecy rate. The codeword rate, denoted by R b , refers to the actual transmission rate of the codewords, while the secrecy rate, denoted by R s , refers to the rate of embedded message in code. Since the combiner weights cannot be obtained perfectly, the maximum achievable transmission rate i.e. main channel rate is smaller than the ideal main channel capacity. Therefore, we consider connection outage [12] , P co which occurs if C B < R b and secrecy outage [9] , P so which occurs if C S < R s .
The connection outage probability for our system model can be generalized using (5) and (12) as
After some simplification, we can obtain closed form expression for connection outage from (16) as
Similarly, secrecy outage can be obtained following the steps in [14] as
Substituting (11) and (13) in (18), we can obtain closed form expression for secrecy outage probability as
Rs . We can observe that secrecy outage can also be generalized in terms of outage probability with ideal MRC by plugging (12) and (14) in (18) to obtain
whereP so (R s , i, j) is outage probability for an ideal i-branch MRC at Bob and j-branch MRC at Eve.
C. Asymptotic Analysis
Although closed-form expression for the outage probability derived in (19) enables us to evaluate the performance of MRC with weighting errors, its complex forms do not allow us to gain valuable insights on how the diversity gain is affected. Therefore, we perform asymptotic analysis in high SNR region of the main channel i.e.γ B → ∞ in the sequel. Based on (20), the generalized asymptotic outage probability can be expressed as
Lemma 1: The asymptotic secrecy outage probability with Bob and Eve implementing ideal MRC without weighting errors is given by
Proof: The ideal asymptotic secrecy outage probability can be obtained by substituting the number of transmitting antennas as one in Eq. 26 of [8] under rayleigh fading channel.
Thus, the asymptotic secrecy outage probability is given by Under this condition, if ρ E = 1, the term B(j) vanishes otherwise it exists. Thus, when ρ B = 1, the asymptotic secrecy outage probability is given by
Similarly, when ρ B = 1, the asymptotic secrecy outage probability is given by
It is obvious that full diversity can be achieved only when ρ B = 1, and is independent of ρ E . However, we can notice that the weighting error does effect in secrecy array gain.
IV. NUMERICAL RESULTS Fig. 1 shows the connection outage probability versusγ B for N B = 4 and various values of R b and ρ B . It is observed that the connection outage probability decreases when we lower the threshold codeword rate and increase the value of ρ B . Fig. 2 shows the outage probability of SC forγ E = 5 dB, R s = 1 bit/s/Hz, and N E = 2 for various values of N B , ρ B and ρ E . It is observed that P so (R s ) increases with decrease in the value of ρ B . On the other hand, P so (R s ) decreases with decrease in the value of ρ E as per our intuition. In other words, Secrecy Outage Probability the performance improves with decrease in the weighting error of MRC at Bob, while increase in the weighting error of MRC at Eve will improve the secrecy outage performance. We can also improve the performance by controlling diversity order at Bob as shown in Fig. 2 . For instance, at P so = 10 −3 , we can obtain 10dB SNR gain with ρ B = ρ E = 0.8 when the number of antennas at Bob is increased from 2 to 4. To analyze the effects of weighting errors on outage diversity gain, we plot the exact and asymptotic curves in Fig. 3 . We set N B = 4, N E = 2, and R s = 0.5 bits/s/Hz to check the secrecy outage probability for different values of ρ B and ρ E . The value ofγ E is set different avoid cluttering in the figure. We can observe that the asymptotic curve nearly matches to the exact curve for secrecy outage probability. It is obvious that full diversity can be achieved only when ρ B = 1.
V. CONCLUSIONS
In this letter, we have derived the closed form expression for the connection and secrecy outage probability with Bob and Eve having multiple antennas. Both employ MRC with weighting errors. We show that outage performance degradation due to weighting error can be improved by controlling diversity order. We have also presented the asymptotic diversity for the higher values of SNR in the main channel.
